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Service THUE B R SR P
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CARARIRAT SRS P A P A0 o5 25, T AR A SE i DU dEAT 5 46t

PR ik
§(5S0 URL} | S0 RESLBRIOHE, 5% 15 Wik

${APP_CALLBACK}

BNZR G ml ek, f#H CAS P A service 2%, £
1 OAuth2.0 B OIDC I} A redirect_uri %

$(PROTOCOL} |
EJZ"OidC"

WIEPR, H T H AR, MRAE P 0L M "oauth2.0"
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https://iamsso.sysu.edu.cn



https://cas.sysu.edu.cn/esc-sso
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ETEBRSE

EEF)E, IMERRSBRIMRE Net 1D, WnFEHALH A E R, 1IBEHIER RS
)i . HABME BAE CAS MM Ticket K36 18K OAuth2. 0/01DC f¥H 7 15 BBz
FHaR e, BT

campusld: ¢ 1.5

departmentCode: [ 1405

departmentName: [ ]44 K

identity: FH M

name: FP 4

umsStatus: fERSRZ GREIHSCRESS)
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2.2 CASAIE

2.2.1 NERFE

% Rz $SO

AR
1. RiEER
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6. REIAFER, FTRIALE

7. RTAFABER

1. FHPSaEs ViR R CAS N HhhE, AR5 Rl L (service 40
B B 48— VA T

2. WP ARG, MFEG VAR SRS Wi EvExE, Mk
HE S ZJE, INEIRSS NARRVAEA L Ticket CEARD.

3. FH N AR5 Ticket BhHL 2 service Z 8T LE (bl .

4. NFHIREL Ticket, i YAFAZ S04 G 2F Ticket S LM, IR F (5 &

5. BRI RIEIREH BRI, VRS, S AT IGE 247 FH P A
. AEEHET, N A 1 Al T AR BTSSR P

2.2.2 O
PLR A& CAS WNEAH BT L4 0 . S50 AR N LIRS E, BN iES

INIEE 3% [GET] ${SSO_URL}/esc-sso/login
S5 service: [l 4L, ENS{APP_CALLBACK}
R[] IR TG, B [n) 2 B A (2] H ik
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N EE CRMN A | [GETY ${APP_CALLBACK}

S ticket: ZSCIAIIE 2R
AbER I R 25 R BB ticket ) i kA 21 R MY 45 T
for 7 SEAR [GET] ${SSO_URL}/esc-sso/serviceValidate
[GET] ${SSO_URL}/esc-sso/p3/serviceValidate (3742 1)
BH ticket: A< AR ) SEAR
service: 7EI\IIE¥F 4% M AR 14 i
format: R [EIH0, BRICH xml, 1[4 json
1% [ R BEEARA BRI P EAGE . P EARE R NHiERT

Pk 1K), BRINBGR [B] NetiDo
ZN 7R

<cas:authenticationSuccess>

<cas:user>f J' NetlD</cas:user>
<cas:attributes>

<cas:departmentName># | ] 44 FK

</cas:departmentName>

<cas:isFromNewLogin>false</cas:isFromNewLogin>

<cas:authenticationDate>
2024-08-01T00:56:30.649Z[UTC]

</cas:authenticationDate>

<cas:name>f: % </cas:name>

<cas:campusld>012345</cas:campusld>

</cas:attributes>

</cas:authenticationSuccess>
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2.2.3 AT IESRA
—fEIEDLT, fEH Java 7R RAEZE RN TE 7 F A L BOAER & fE. T

DL Java N A, ULBHEE R CAS Client ZH44F (jar 1) SZILEL 258 R 10 71
1. Maven 5] A CAS Client

<dependency>
<groupld>org.apereo.cas.client</groupld>
<artifactld>cas-client-core</artifactld>
<version>x.x.x</version>

</dependency>

IH R AS 1] groupld A org.jasig.cas.client, 15 HEHESZ bR Il X B iR AS . AR

Maven Il H 15225 %) B i AL B v
2. UNJINXE R Filter

org.apereo.cas.client.authentication.AuthenticationFilter
org.apereo.cas.client.validation.Cass30ProxyReceivingTicketValidationFilter
(5% Cas20ProxyReceivingTicketValidationFilter)
org.apereo.cas.client.session. SingleSignOutFilter
(FE:  HRRAT BB 42N org.jasig.cas.client, T [A])
TN Filter KIJIAARZ, BIFEMHHZETIH web.xml #3j0:
SingleSignOutFilter:
<filter>
<filter-name>CAS Single Sign Out Filter</filter-name>
<filter-class>org.apereo.cas.client.session.SingleSignOutFilter</filter-class>

</filter>
<filter-mapping>
<filter-name>CAS Single Sign Out Filter</filter-name>
<url-pattern>/cas/logout(FR & ¥ F S b1 0% 20 )</url-pattern>
</filter-mapping>

<listener>

% 8 I
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<listener-class>
org.apereo.cas.client.session.SingleSignOutHttpSessionListener
</listener-class>

</listener>

AuthenticationFilter:

<filter>
<filter-name>CAS Authentication Filter</filter-name>
<filter-class>
org.apereo.cas.client.authentication.AuthenticationFilter
</filter-class>
<init-param>
<param-name>casServerUrl|Prefix</param-name>
<param-value>${SSO_URL} /esc-sso/login</param-value>
</init-param>
<init-param>
<param-name>serverName</param-name>
<param-value>http(s)://ip:port CHR & N SZ PR B L) </param-value>
</init-param>
</filter>
<filter-mapping>
<filter-name>CAS Authentication Filter</filter-name>
<url-pattern>/cas (HR#ESZFR1EHLIEMD </url-pattern>

</filter-mapping>

Cas30ProxyReceivingTicketValidationFilter:

<filter>
<filter-name>CAS Validation Filter</filter-name>
<filter-class>
org.apereo.cas.client.validation.Cas30ProxyReceivingTicketValidationFilter

</filter-class>

%9 W
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<init-param>
<param-name>casServerUrlPrefix</param-name>
<param-value> ${SSO_URL}/esc-sso</param-value>
</init-param>
<init-param>
<param-name>serverName</param-name>
<param-value> http(s)://ip:port (AR N FH SEFR 1 B 240 </param-value>
</init-param>
</filter>
<filter-mapping>
<filter-name>CAS Validation Filter</filter-name>
<url-pattern>/cas (KRN SERME OB, 0 H R FZSLEA LD
</url-pattern>

</filter-mapping>

F At £5 R R 300 H 15 225 5% L 1 G B 57

3. il Cas Authentication Filter Fr# kiR, B E 3B BAEIH, /5
SERFEE B CAS Client Zb
W2 HECE EES % E X (https://apereo.github.io/cas, %%/ i B
). ANASCRY R A A5 BT SR R, W LR T SR T
& 7 4E R CAS Client HEAT X241, AT LI{FH Spring Boot. Spring Security CAS
AT R, WMFHEMR, HITRKESHE T,

2.3 0Oath2.0/0IDC AE

2.3.1 NELFE
. N RSEAG—AERS R Bl FEE N OAuth2 FZAERE A,
K TR
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APP 550

Access AFP

A
T

T Code Request

User Login & duthorize

Y

Fequest Token with Code

A 4

Token Response

A 4

|
|
|
|
|
Fequest UserInfo with Token |
|
|
|
|

TeerInfo response

Login seccess

brezz app

Y

1. AP R M R G E U, W] TN EE 3 E E [ £ 0Auth2.0/0IDC
WIEE R I (GREX Code 13K ).

2. NIEE, HG— W ERST A K Code.

3. FH PSSR ETS Code B% BN F (] Hhtik o

4. N R S3RHL Code J& , Vi 7] Token 4 I 3RHL Access Token H1 Refresh Token
(0IDC Bt 1D Token).

5. N Access Token Vjla) FH 5 B 3R BV HE, AIESE L. X1
OIDC WM, 7] E4EM#FE ID Token ZREUH /' NetiD, {HAEH 44 BT HoAh
FE. ARG RE, MR T ESE Access Token U5 1) I 5 B 1
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2.3.2 HOULHA
PLF N OAuth2.0/0IDC YR FEH HE IR . S8 AR T N IL RS,
E S Brive 2 (8

IEE S GREUZAS) | [GET]  ${SSO_URL}/esc-sso/${PROTOCOL}/authorize

B8 client_id: N1 1D, Hi5 )5 P4 0 iR £
response_type: code, /3R HUIZALAD

redirect_uri: N [EIH UL, BIDGIE G B2USCR2ASURD (1 1
bk, SAHER ER—5

state: AUANZSHL, B AR FR IR Cal A& bk SRR D,
Wbk TR ), SR AEAL B 3] [ bk

EAEEAES WUERI e, 0 Y 485 17 452 A 25 1) 38 2 A (] 97
Hidik

M EIE CHMN A | [GET]  ${APP_CALLBACK}

ZH code: A {KVIERHZ ALY
state: W FHAERAUIGZ T B A% 18 1 24
AbER AR L b R N ZE O, NE Token #2 H3KEVT 4] Token,

SRJE BRI A PR D SRIBUH S 2 (EFT oIDC L)
RIS D, Bl e ke 21 Y 55 T

FHL Token [POST]Y ${SSO_URL}/esc-sso/S{PROTOCOL}/accessToken
ZH grant_type: authorization _code, F/RMRIEZHILREL Token

client_id: N ID, HIiE 5 B 25O 3t
client_secret: N AHFREH, HIE 5 H 2% O it
code: [HIA4% I HP IR AL

redirect_uri: SEAGSE: IH S5 —

iR [a] /2 JSON #% X E 4

%12 0T
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{
"access_token":"......",
"token_type": "bearer",
"expires_in": 600,
"id_token": ".....", // i%&H] OIDC iR [H]
"refresh_token": "......" // & 751& A
}

id_token ¥ JWT, ARSI L4, CABT IFE M. VR4 R
I FEESE RFC 7519 BY At A 26 TRy

KREH A B [GET] ${SSO_URL}/esc-sso/${PROTOCOL}/profile

Wi 1 ISR K 7 ZE5R A NetiD, T H] OIDC 3RHX 1D Token J& RIVAT,
To % T AR 1

ZH access_token: Token 2 1 H 3R H 2 [ {8
B 7E Header H i | Bearer Token 77 /% i

JEAEIVEE S JSON #5384, BRI R A NetID, A5 B 757 i &+

R} ik
OAuth2.0 TSR [A] :

{
"attributes": {
"token_gtime": 1763624431092,
"token_expired": "600"
[ IR R I A
}
"id": ".." // NetID
}
OIDC ik [e] -
{

% 13 10T
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"sub":"..", // NetID
"auth_time": 1762846806,
o] R B A JE

2.3.3 FANTTIEERG
1 Spring HEZE [N FE 75 4 S OAuth2.0/0IDC Pril 4=t 2, #ERK Spring
Security OAuth2.0 Client A1 ] fEi AL XTI FE . Af FHAE Java f& RHELEELIE Spring
HEZERIRF, FTZ2% %] Riff] OAuth2.0/0IDC PhisChi 4% 7%
T A Maven. Spring HEZE RN 941, i BHSZI OAuth2.0/01DC PR 771 .
1. Maven 5| A
<dependency>
<groupld>org.springframework.boot</groupld>
<artifactld>spring-boot-starter-oauth2-client</artifactld>
<version>S{spring-boot.version}</version>
</dependency>
2. {E application.ym| BCE VMY ZE0 (0] DL HAdAS B B SR
security:
oauth2:
client:
registration:
sysu:
client-id: ...
client-secret: ...
authorization-grant-type: authorization_code
redirect-uri: "{baseUrl}/login/oauth2/code/sysu"
scope: openid,profile

provider:

% 14 0T
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sysu:

issuer-uri: https://iamsso.sysu.edu.cn/esc-sso/oidc

BATREF, BPRIXHES—AER S . Bob, AITERCE R s BIFE 65 1 M
2 5{z Bt Gitlab ' (http://172.22.43.132/inc/authentication-demo). WA 7
B, 0l HE K S SR BURBIRED .

% 15 1T
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